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Intermediaries between machine and 
cloud: next-generation IPCs 
 

Rexroth focuses on long-term availability and open 
interfaces 

 
Industrial PCs: The new superheroes in manufacturing 

 

Paperless offices, electromobility or paying on a smartphone: 
there are logical developments which have been in the pipeline 
for decades yet take much longer than expected to become 
established everywhere. The same applies to the industrial cloud. 
Even in Germany and other industrial nations, the bandwidth 
needed to send the very large quantities of data is not available 
in many regions. In the foreseeable future, most industrial users 
will pre-process and compress much of their production data on 
location in factories, on production lines and in machines. As a 
result, industrial PCs (IPCs) will play a key role as an intermediary 
between automation and cloud in the foreseeable future too. In 
light of their pivotal role, Bosch Rexroth has developed a new 
generation of IPCs which are long-lasting, reliable and 
communicative enough to take on this role well into the next 
decade. 



 

Business Unit Automation & Electrification | November 2018 
 

Data traffic on the Internet is growing so quickly that development of 
the necessary infrastructure is lagging behind in most countries. The 
Internet of Things, Industry 4.0 and the factory of the future will 
generate huge quantities of data which need to be exchanged reliably 
between factories and the relevant clouds. At the same time, they are 
in competition with other services. In the USA, the streaming service 
Netflix alone accounts for around 35 percent of all Internet data traffic. 
While it may be annoying if your favorite series does not play smoothly, 
industrial companies depend on their data being transmitted without 
interruptions at all times. Most medium-sized companies cannot afford 
to have their own networks and therefore rely on publicly accessible 
bandwidths. Although the forthcoming 5G mobile communications 
standard will lead to a ten-fold increase in bandwidth, the infrastructure 
for 5G is yet to be put in place.  

COMPUTING POWER ON LOCATION REPLACES HIGH BANDWIDTH  

Pre-processing much of the data on location, on edge, on premises or 
in the fog and only sending compressed data to the cloud seems to be 
the most practical solution at the moment. This increases the need for 
local computing capacities on the shopfloor and on site. IPCs serve as 
levers and intermediaries here. They provide the computing power  

needed to process data in real time and communicate with higher-level 
systems in the cloud. When such systems are used in an industrial 
setting, they need to offer scalable performance, a long operating life, 
long-term availability and data security and have as many 
standardized interfaces as possible. These requirements played a 
central role when Bosch Rexroth was further developing its IPC 
product range.  

OBSOLETE MODELS STILL IN SERVICE EXPENSIVE   

PC technology has been regarded as mature for years and there is 
fierce price competition. Naturally, it would be tempting to buy cheap 
PCs from the Internet or the discounter on the corner or to rely on 
single-board computers such as the Raspberry Pi. However, there are 
purely practical reasons for not doing so. After all, it is not simply a 
question of the processor – it is about how all PC components interact. 
On top of this, technology used in industry is under considerable strain 
owing to vibration, dust and other adversities. Components not 
designed to cope with this can fail within the warranty period of the 
machines and can incur warranty costs.  

It is not easy to pass on these costs because the components were 
not approved for such use. Availability is another important argument 
against this. Special offers often include components that can no 
longer be purchased on the market just a few months later. If these 
systems require servicing, this can incur substantial costs.  
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Simply replacing an existing PC with a similar one is not enough. 
Driver interfaces must be checked and other adjustments made on 
site, however labor-intensive this may be. 

 
IPCS REDUCE TOTAL COST OF OWNERSHIP  

Bosch Rexroth, an established provider of IPCs for decades, is 
following a different route here. This starts with the configuration of the 
devices. Users configure their IPC online on the basis of specific 
questions regarding usage parameters. With simple and moderate 
requirements, configurations geared to specific tasks with appropriate 
performance levels can reduce costs considerably. At the same time, 
the IPC provider can select hardware which caters for specific usage 
scenarios and environmental conditions and can specify approved 
components. All in all, IPCs tailored precisely to the application can 
offer extremely competitive value for money even in terms of 
procurement costs.  

A key aspect when it comes to the total cost of ownership is the long-
term availability of the hardware components. Replacement simply by 
transferring data is only possible if the devices are identical. If servicing 
is required, this can mean the difference between an hour’s downtime 
or several days. Rexroth therefore guarantees the availability of IPC 
hardware until well into the next decade – until at least 2027. As a 
result, machine manufacturers can provide their customers with 
important assurances regarding availability and quick troubleshooting.  

PREPARING FOR TOMORROW’S CONNECTIVITY TODAY  

Processing data on location and storing them on non-rotating SSD 
storage devices is the order of the day. On the other side, connectivity 
is growing more and more quickly. To ensure that IPCs can not only 
keep pace with this development but also drive it forward, they need 
to offer excellent communicative capabilities. This includes offering 
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support for further protocols from the real-time Ethernet field and IT in 
addition to the familiar interfaces. The cross-manufacturer OPC UA 
standard is gaining acceptance for M2M communication throughout 
the world. At the moment, the OPC UA real-time extension TSN is 
being defined and implemented. Rexroth’s IPC range is already ready 
for this forthcoming standard with clock synchronized chipsets for real-
time Ethernet communication throughout.  

SECURITY BY DESIGN ON THE HARDWARE LEVEL  

Communication should always be on par with security concerns. 
Protecting company data and connected machines against 
unauthorized access is an ongoing challenge. Many factors come into 
play here – from clearly defined processes to the maturity of the 
organization and an increased awareness of data security on the part 
of employees. However, a chain like this begins with provisions on the 
hardware side of the IPCs, so-called security by design. 
Corresponding TPM 2.0 modules in Rexroth’s IPCs allow secure, non-
manipulable operation of the devices on the hardware level. This 
begins with the booting process and includes the applications 
executed and the internal storage of certificates, keys and other 
protective mechanisms.  

CONCLUSION 

During a transitional period lasting many years, IPCs will play a key 
role in the value creation chain from the shopfloor to the cloud. When 
selecting suitable devices, machine manufacturers and system 
integrators must take into consideration a system’s operating life and 
long-term availability. At the same time, they can meet future 
requirements as regards communications and security today.  
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